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NONCUSTODIAL TECHNIQUES FOR
GRANULAR ENCRYPTION AND
DECRYPTION

FIELD

The present application generally relates to data storage
and more particularly to noncustodial techniques for data
encryption and decryption at a granular level.

BACKGROUND

Modern web applications and other online software plat-
forms collect and store large volumes of data generated by
users. This data is often monetized by the platforms, for
example, for the generation of advertising revenue. While
this data is allowed to be exported and monetized by users,
it is difficult for users to efficiently and securely store large
volumes of confidential data. Users are unlikely to be
familiar with file encryption and decryption technology.
Moreover, users might be reluctant to trust third-party
storage providers with their confidential data.

SUMMARY

Various examples are described for employing noncusto-
dial techniques for data encryption and decryption. One
example method for noncustodial encryption can include
receiving a selection of a data object for encryption from a
plurality of data objects in a data package via a user
interface; receiving a message from a remote server; gen-
erating an encryption key for the data object using the token
message; encrypting the data object with the encryption key
to create an encrypted data object; storing at least one
portion of the message associated with the encrypted data
object in a metadata file; encrypting the metadata file using
a user encryption key to create an encrypted metadata file;
and transmitting the encrypted data object and the encrypted
metadata file to a database for storage.

One example client device for noncustodial encryption
can include a communications interface; a non-transitory
computer-readable medium; and a processor communica-
tively coupled to the communications interface and the
non-transitory computer-readable medium. The processor
can be configured to execute processor-executable instruc-
tions stored in the non-transitory computer-readable medium
to receive a selection of a data object for encryption from a
data package via a user interface, the data package compris-
ing a plurality of data objects; receive a message from a
remote server, the message comprising a secret token asso-
ciated with the data object; generate an encryption key for
the data object using the message; encrypt the data object
with the encryption key to create an encrypted data object;
store the secret token in a metadata file; encrypt the metadata
file using a user public key; and transmit the encrypted data
object and the encrypted metadata file to a database for
storage.

One example method for decryption by a remote server
can include receiving a request for a data object from an
exchange platform, wherein the data object is stored in a
database as an encrypted data object. The example method
for decryption can also include sending a notification mes-
sage to a client device seeking a response from the client
device regarding the request and receiving a response mes-
sage approving the request from the client device. The
example method for decryption can further include causing
the database to send an encrypted metadata file to the client
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device upon receiving the response message, wherein the
encrypted metadata file comprises a secret token associated
with the encrypted data object, wherein the encrypted meta-
data file is encrypted with a user public key, wherein the
client device is configured to decrypt the encrypted metadata
file using a user private key paired with the user public key
to identify the secret token associated with the encrypted
data object, wherein the client device is configured to
generate a cryptographic signature using the secret token
associated with the encrypted data object and transmit the
cryptographic signature to the exchange platform, wherein
the exchange platform is configured to generate a decryption
key using the cryptographic signature.

Another example method for decryption by an exchange
server include requesting, from a remote server, access to a
data object associated with a user; receiving, from the
remote server, a data package comprising a plurality of
encrypted data objects, the data object corresponding to an
encrypted data object of the plurality of encrypted data
objects; receiving a decryption key associated with the
encrypted data object, the decryption key not associated
with other encrypted data objects of the plurality of
encrypted data objects; and decrypting the encrypted data
object using the decryption key.

One example system for decryption can include a non-
transitory computer-readable medium; a communications
interface; and a processor communicatively coupled to the
communications interface and the non-transitory computer-
readable medium. The processor can be configured to
execute processor-executable instructions stored in the non-
transitory computer-readable medium to receive a request
for a data object from an exchange platform, the data object
being stored in a database as an encrypted data object; send
a notification message to a client device seeking a response
from the client device regarding the request; receive a
response message approving the request from the client
device; and cause the database to send an encrypted meta-
data file to the client device upon receiving the response
message. The encrypted metadata file comprises a secret
token associated with the encrypted data object, and the
encrypted metadata file is encrypted with a user public key.
The client device is configured to decrypt the encrypted
metadata file using a user private key paired with the user
public key, generate a decryption key using the secret token
associated with the encrypted data object, and transmit the
decryption key to the exchange platform. The exchange
platform is configured to decrypt the data object using the
decryption key.

These illustrative examples are mentioned not to limit or
define the scope of this disclosure, but rather to provide
examples to aid understanding thereof. [llustrative examples
are discussed in the Detailed Description, which provides
further description. Advantages offered by various examples
may be further understood by examining this specification.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated into
and constitute a part of this specification, illustrate one or
more certain examples and, together with the description of
the example, serve to explain the principles and implemen-
tations of the certain examples.

FIG. 1 shows an example system for granular encryption
and decryption using noncustodial techniques.

FIG. 2 shows an example system in which a client device
encrypts a data object.
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FIG. 3 shows an example data package including multiple
data objects.

FIG. 4 shows an example of a signing request sent to a
client device by a remote server.

FIG. 5 shows an example metadata file.

FIG. 6 shows an example system in which an exchange
platform decrypts an encrypted data object.

FIG. 7 shows an example request sent by an exchange
platform to a remote server for access to data objects.

FIG. 8 shows an example method for granular encryption
using noncustodial techniques.

FIG. 9 shows an example method for decryption of a data
object non-custodially encrypted.

FIG. 10 shows an example computing device suitable for
use in example systems or methods employing noncustodial
techniques for data encryption and decryption at a granular
level in this disclosure.

DETAILED DESCRIPTION

Examples are described herein in the context of noncus-
todial techniques for data encryption and decryption. Those
of ordinary skill in the art will realize that the following
description is illustrative only and is not intended to be in
any way limiting. Reference will now be made in detail to
implementations of examples as illustrated in the accompa-
nying drawings. The same reference indicators will be used
throughout the drawings and the following description to
refer to the same or like items.

In the interest of clarity, not all of the routine features of
the examples described herein are shown and described. It
will, of course, be appreciated that in the development of any
such actual implementation, numerous implementation-spe-
cific decisions must be made in order to achieve the devel-
oper’s specific goals, such as compliance with application-
and business-related constraints, and that these specific
goals will vary from one implementation to another and
from one developer to another.

For many reasons, a user might wish to store data with a
storage provider. For example, storing large volumes of data
locally might simply be inconvenient. As another example,
a user might want to provide their data to a third party to
monetize it. If the data is confidential, the user desiring to
store their data with a storage provider is forced to trust the
storage provider to respect and maintain their privacy.
Encrypting the data after it is transferred to the storage
provider is an inadequate solution because privacy might be
compromised prior to encryption. Additionally, this
approach requires the means and secrets pertaining to data
encryption to remain in the hands of the storage provider. In
particular, if the storage provider encrypts the data, the
storage provider also has and must retain the encryption key
used to do so, thereby potentially compromising the user’s
privacy in the event the storage provider is comprised by a
malicious actor.

One solution to this problem is for the user to encrypt the
data and transmit the encrypted data to the storage provider.
However, this leaves the user with the technical challenges
of operating encryption software and key management. For
most users, the risks and challenges associated with key
management alone are substantial enough to make manual
encryption an impractical solution. A technique is therefore
needed to enable a user to encrypt their data prior to
transmission to the storage provider, without any particular
knowledge of encryption technologies and without ceding
control of encryption secrets to the storage provider. In other
words, the user can seamlessly encrypt their own data, using
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only secrets the user holds or can generate, prior to trans-
mission to the storage provider.

Another problem arises when the user wants to share or
monetize only portions of the encrypted data. If the user data
is encrypted in one package, the user may lose track of
where the content is stored. Also, it is difficult to only share
a specific portion with third parties without disclosing the
entire data package. Especially when the files are large,
decrypting at the client device and then sending to a third
party can burden the processing capacity of the client device
and consume a substantial amount of network bandwidth.

Examples of noncustodial techniques for data encryption
and decryption at a granular level are described herein to
address these issues. In one example, a remote server
provides a web application for encrypting data objects on a
client device and a user downloads the web application via
a web browser. A user can then select data objects using the
web application executed in the web browser to encrypt and
upload the encrypted data objects to a database for storage.

The user can select data objects in a data package from a
local storage on a client device for encryption using the web
application. A data object can be a folder (or a hierarchical
folder structure) or a data file in any format. The user has
custody of the data package. That is, the user owns or
controls access to the data package. The data package can
include data generated or owned by the user, such as from
using a specific service application. The data package can be
a multi-level data package, including different hierarchical
levels. In one example, the multi-level data package is a zip
folder including three levels. The top-level is the zip folder.
The second level includes two or more folders within the zip
folder. The third level includes data files within each folder
at the second level. Folders and data files at different levels
can be selected for encryption except for the top-level folder.
That is, the web application can encrypt all the folders and
data files included in the zip folder, but it does not encrypt
the zip folder itself. This way, the multi-level data package
can be encrypted at a granular level.

In this example, when the user is ready to upload a first
data object from a multi-level data package, the user clicks
the “upload” button on the web application, and a dialog box
appears allowing the user to select the first data object for
encryption and subsequently upload to the storage system.
Selection of first data object generates an encryption request
to the remote server. The remote server responds by ran-
domly generating a first secret token, for example
“abcd1234.” A first signing request is sent to the web
application. The first signing request includes a first secret
token and information about a first signature algorithm. The
first signing request directs the web application to crypto-
graphically sign the first secret token with the first signature
algorithm indicated in the first signing request to create a
first cryptographic signature, using a private key that is only
available to the user. The first cryptographic signature can be
a randomly generated string. For example, the signature is a
hexadecimal value, like 0x1€99398d.

The first cryptographic signature is then converted to a
text string and used as input to a first symmetric encryption
algorithm. The first symmetric encryption algorithm gener-
ates a first symmetric encryption key using the first crypto-
graphic signature. The symmetric encryption key is then
used to encrypt the first data object to create a first encrypted
data object. The first encrypted data object is then uploaded
to a database at a storage provider for storage.

Meanwhile, the first token message is saved in a metadata
file together with a description of the first data package. The
metadata file can also include a location or an address where
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the first encrypted data object is stored, such as a Uniform
Resource Locator (URL) for the first encrypted data object.
The metadata file can also include information relating to the
first signature algorithm. The web application, the remote
server, or the storage provider does not store the first
cryptographic signature nor the first symmetric encryption
key. Instead, these are generated by the web application
using encryption information only accessible by the user,
such as from an electronic wallet or other encryption key
storage mechanism. Thus, the selected data object is pro-
tected both by the user’s sole access to the private key and
by the secret token provided by the remote server.

The user can then select a second data object from the
same multi-level data package from where the first data
object is selected. A second encryption request to the remote
server is generated after the user selects the second data
object for encryption and upload via the web application.
The remote server responds by randomly generating a
second secret token. A second signing request is then sent to
the web application. The second signing request includes a
second token message containing the second secret token
and information about a second signature algorithm. The
second signing request directs the web application to cryp-
tographically sign the second secret token with the second
signature algorithm indicated in the second signing request
to create a second cryptographic signature, using the private
key that is only available to the user. The second signature
algorithm can be the same or different from the first signa-
ture algorithm used for creating the first cryptographic
signature. The second cryptographic signature is used as
input to a second symmetric encryption algorithm. The
second symmetric encryption algorithm generates a second
symmetric encryption key using the second cryptographic
signature. The second symmetric encryption algorithm can
be the same as or different from the first symmetric encryp-
tion algorithm used for creating the first symmetric encryp-
tion key. The second symmetric encryption key is then used
to encrypt the second data object to create a second
encrypted data object. The second encrypted data object is
then uploaded to a database at a storage provider for storage.
Meanwhile, the second secret token is saved in the metadata
file together with a description of the second data package.
The metadata file can also include a location or an address
where the first encrypted data object is stored, such as a URL
for the second encrypted data object. The metadata file can
also include information relating to the second signature
algorithm.

Similarly, the user can select other data objects in the
same multi-level data package to be individually encrypted
and uploaded as other encrypted data objects. Similarly, the
secret tokens generated for other selected data objects are
saved in the metadata file together with descriptions of the
other selected data packages. The metadata file can also
include a location or an address where each of the other
encrypted data objects is stored, such as a URL for each of
the other encrypted data objects. The metadata file can also
include information relating to other signature algorithms
used. The metadata file can be a JavaScript Object Notation
(JSON) file. When all the data objects the user wants to
encrypt and upload are encrypted and uploaded, the user
then encrypts the metadata file with a user encryption key.
In some examples, the metadata file is encrypted with a
public key that is paired with the private key to create an
encrypted metadata file. The encrypted metadata file is then
uploaded to a database at the storage provider for storage.

The remote server then publishes a schema regarding the
encrypted data objects from the multi-level data package and
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the associated encrypted metadata file. The schema includes
a name or description of each encrypted data object. The
schema also includes a description of the data structure of
the multi-level data package where the encrypted data
objects are selected from. The schema further includes
contact information of the user who owns the encrypted data
objects. The remote server or the storage provider or another
party can identify the data structure of the multi-level data
package and names or descriptions of the encrypted data
objects, but does not own or have access to the content of the
encrypted data objects. In other words, the remote server can
provide noncustodial encryption for data packages; and the
storage provider can have custody of the encrypted data
objects, but not the custody of the unencrypted data objects
or the information needed to decrypt the encrypted data
objects.

At later time, a third party, for example an exchange
platform, can send a request to the remote server for access
to certain data objects owned by a user. The user can
authorize the exchange platform to access certain the certain
data objects requested without providing access to all of the
encrypted data objects. The exchange platform can be an
application ecosystem comprising one or more applications
related to certain products or services. The one or more
applications can collect user data to create or improve the
products or services. The exchange platform can be a
marketplace platform where data can be monetized. In some
examples, the exchange platform is a third-party platform. In
some examples, the exchange platform is part of the remote
server. In some examples, the one or more applications on
the exchange platform send a request message to the remote
server for access to certain data objects based on schemas
published by the remote server. In some examples, the
exchange platform itself sends a request message to the
storage system for access to certain data. The request
message can be a JSON web token. The request message can
include a scope of the data being required, such as user
transaction data at a specific store.

In this example, a third-party exchange platform sends a
request message for access to a data object. Upon receiving
the request message, the remote server sends a notification
message to a user who owns the requested data objects
encrypted and stored at a storage provider. The notification
message is displayed as a web design element, such as a
pop-up window or a modal, on a client device associated
with the user. The notification message includes options for
the user to choose regarding the request, such as “allow” or
“deny.” When the user selects to allow the request, the
storage provider sends the encrypted metadata file to the
user and the encrypted data object to the third-party
exchange platform. The user decrypts the encrypted meta-
data file in the web application with the private key unique
to the user. The owner then signs the token message saved
in the metadata file corresponding to the encrypted data
object, using the private key, to generate a cryptographic
signature using a signature algorithm associated with the
secret token. The web application sends to the third-party
exchange platform the cryptographic signature to decrypt
the encrypted data object. The remote server logs the access
request and the user’s decision regarding the access request.

When the third-party exchange platform receives the
cryptographic signature for the encrypted data object, the
third-party exchange platform uses the cryptographic signa-
ture as input to the same symmetric encryption algorithm
used for encrypting the requested data object to obtain a
symmetric decryption key. The symmetric decryption key
can decrypt the encrypted data object. The symmetric
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decryption key is the same as the symmetric encryption key
used for encrypting the requested data object.

The third-party exchange platform can also encrypt the
decrypted data object with a public key from the remote
server and upload the public-key-encrypted data onto the
third-party exchange platform. When the public-key-en-
crypted data is uploaded to the third-party exchange plat-
form, the remote server can perform a fraud check. The
fraud check can be initiated by the remote server to protect
data integrity or initiated by a user with whom the data
object is supposed to be associated.

In this example, the remote server initiates a fraud check
for a data object offered on the third-party exchange plat-
form, the remote server requests access to the corresponding
data object from a respective user, similar to how the
exchange platform obtains access to the requested data
object from the respective user. Since the respective user has
granted the exchange platform access to the requested data,
the noncustodial protocol can be waived. When the respec-
tive user allows the request by sending a corresponding
cryptographic signature to the remote server, the remote
server decrypts the encrypted data object stored at a storage
provider. Meanwhile, the remote server decrypts the public-
key-encrypted data object with a private key paired with the
public key. The remote server then compares the data object
decrypted from the encrypted data object stored at the
storage provider by the respective user and the data
decrypted from the public-key-encrypted data object by the
exchange platform. If the two sets of data match, the data on
the exchange platform can be authenticated. If the two sets
of data do not match, the data on the exchange platform
cannot be authenticated. That is, the data offered on the
third-party exchange platform may be fraudulent.

The noncustodial techniques for data encryption and
decryption at a granular level described herein enable users
to have greater control over their own data, such as prevent-
ing a third party from accessing user data without consent
from the user. Encrypting data at a granular level enables
users to only give access to the user data requested without
disclosing other user data. The metadata file provides a map
of encrypted user data and the respective encryption/decryp-
tion solutions so that the user can keep track of their data
property. A published schema for encrypted user data
enables a third party to identify which data they may be
interested in acquiring access to. Decryption at a third party
relieves the processor on the client device, especially for
large media files.

This illustrative example is given to introduce the reader
to the general subject matter discussed herein and the
disclosure is not limited to this example. The following
sections describe various additional non-limiting examples
and examples of noncustodial techniques for data encryption
and decryption.

Referring now to FIG. 1, FIG. 1 shows an example system
100 for granular encryption and decryption using noncus-
todial techniques. The example system 100 includes a client
device 102, a remote server 114, a storage provider 116, and
an exchange platform 132, which are connected across one
or more networks, collectively network 112.

The client device 102 may be a conventional computing
device, such as a desktop or laptop computer having pro-
cessors and computer-readable media, connected to the
remote server 114, the storage provider 116, and the
exchange platform 132 via network 112. The client device
102 can also be a mobile device, such as a tablet or a smart
phone. Network 112 can include the internet, any local area
network (“LAN”), metro area network (“MAN”), wide area
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8
network (“WAN”), cellular network (e.g., 3G, 4G, 4G LTE,
5@, etc.), or any combination of these.

The client device 102 has access to data objects 118
containing user-proprietary data such as confidential data.
The data objects can be folders 118-1 or data files 118-2. The
data objects are saved in any suitable file structure that can
be identified by the web application 126 of the remote server
when launched in a web browser 120 on client device 102
for a user to select. In some examples, the data objects 118
are stored in a local storage module 104. However, the data
objects 118 can be stored anywhere that is normally acces-
sible by client applications, such as a network drive, external
drive, or locally mounted cloud storage. The client device
102 includes a web browser 120 or similar application used
to connect to the remote server 114 and storage provider 116
over the network 112. A native desktop application on a
desktop computer or a dedicated mobile application on a
smartphone could also be used. The web browser 120 may
contain additional applications in the form of, for example,
browser extensions, plug-ins, or other add-ons. The web
browser 120 may be a blockchain browser, suitable for
accessing web3 decentralized applications. The web
browser 120 may have an integrated blockchain wallet. The
memory module 124 provides for ephemeral storage of data
during program execution.

In some examples, the web browser 120 includes a
signature module 106, a key store 108, and an encryption
module 122. These components may be installed as web
browser 120 extensions or may reside in the browser run-
time, for example, by way of Javascript code downloaded
from a web application. In some examples, these compo-
nents are standalone applications running outside of the web
browser 120. In some examples, some or all of these
components are implemented by a blockchain wallet. The
blockchain wallet may itself be a web browser 120 exten-
sion.

The signature module 106 can implement one or more
digital signature algorithms. Some examples of digital sig-
nature algorithms that may be implemented by the signature
module 106 include but are not limited to asymmetric
cryptographic algorithms such as RSA (the signature opera-
tion of the Rivest-Shamir-Adleman asymmetric cryptosys-
tem), DSA (Digital Signature Algorithm), and ECDSA (El-
liptic Curve Digital Signature Algorithm). The signature
module 106 obtains a private key 110 from the key store 108
in order to digitally sign input data to produce a crypto-
graphic signature. In some examples, the signature module
106 requires the client device to confirm the user’s intent to
carry out a digital signature.

The encryption module 122 can implement one or more
password-based encryption algorithms, such as implemen-
tations of the schemes specified in IETF (Internet Engineer-
ing Task Force) RFC (Request for Comments) 8018, “PKCS
[Public Key Cryptography Standards] #5: Password-Based
Cryptography Specification.” Such schemes include but are
not limited to key derivation functions PBKDF1 (Password-
Based Key Derivation Function 1) and PBKDF2 (Password-
Based Key Derivation Function 2) as well as encryption
schemes PBES1 (Password-Based Encryption Scheme 1)
and PBES2 (Password-Based Encryption Scheme 2).
Examples of algorithms suitable for key derivation function
PBKDF?2 include but are not limited to HMAC (Hash-Based
Message Authentication Code) with SHA (Secure Hash
Algorithm)-1, SHA-224, SHA-256, SHA-384, SHA-512,
SHA-512/224, and SHA-512/256. An example crypto-
graphic algorithm suitable for the PBES2 encryption scheme
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is AES (Advanced Encryption Standard)-CBC (Cipher
Block Chaining)-Pad, but other algorithms may be used as
well.

The key store 108 hosts a private key 110 used for
carrying out digital signatures. The private key 110 is one in
a pair of keys generated in an asymmetric cryptographic
algorithm, the other key being a public key. In an asymmet-
ric algorithm, the security of the algorithm depends on
keeping the private key secret. The private key may be used
for operations like encryption and signing, while the corre-
sponding public key may be used for the complementary
operations like decryption and signature verification. The
key store 108 may be a part of a web browser 120 extension,
or reside in memory module 124 or the web browser 120
runtime, for example as a result of the execution of
Javascript code in the web browser 120. The key store 108
may also be a standalone application. [n some examples, the
key store 108 is implemented by a blockchain wallet,
including storage of the private key 110. In some examples,
the private key 110 is generated using a secret sharing
algorithm, for example, Shamir’s Secret Sharing. In that
case, the key store 108 may host only a portion of the private
key 110, and the remaining portions are hosted on remote
devices (not shown).

The remote server 114 hosts a web application 126 that
can coordinate the noncustodial techniques for data encryp-
tion and decryption. In some examples, the remote server
114 hosts backend services for the web application. The
remote server also contains a cryptography module 128. The
cryptography module 128 generates and stores a secret token
which is unique for each encryption request from a client
device associated with a user. In some examples, the secret
token takes the form of binary data. In some examples, the
secret token is a text string including alphabetic or alpha-
numeric characters. In some examples, the secret token is a
text string that is randomly generated and cryptographically
secure. The cryptography module 128 also generates a
signing request including a token message for the user to
sign. The signing request or the token message may specify
a signature algorithm. For example, the cryptography mod-
ule 128 may specify in the signing request that the client
device 102 use ECDSA. The signature algorithm may be
specified in the signing request so that the same signature
algorithm is used for both encryption and decryption. The
remote server 114 stores the secret token only. Neither the
signature generated by the client device 102 nor the private
key 110 is ever sent to nor stored by the remote server 114.

The storage provider 116 is a server that provides file
storage services across the network 112. The storage pro-
vider 116 can host and store the encrypted data objects in
database 130. In some examples, the remote server 114 and
the storage provider 116 are located in the same server. In
some examples, the storage provider 116 is a cloud storage
provider. After the client device 102 encrypts the data
objects 118 using the techniques described herein, the data
objects 118 is uploaded to the storage provider 116 for
storage in their encrypted form.

The exchange platform 132 can be an application eco-
system comprising one or more applications related to
certain products or services. The one or more applications
can collect user data to create or improve the products or
services. The exchange platform 132 can be a marketplace
platform for data monetization. In some examples, the one
or more applications sends a request message to the remote
server 114 for access to certain encrypted data stored with
the storage provider 116. In some examples, the exchange
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platform 132 itself sends a request message to the remote
server 114 for access to certain encrypted data stored with
the storage provider 116.

Referring now to FIG. 2, FIG. 2 shows an example system
200 in which a client device 102 encrypts a data object. As
discussed above, the client device 102 receives a web
application from a remote server, such as after the user
enters an address for a web site hosted by the remote server.
The web application includes functionality to obtain infor-
mation to encrypt data objects within a data package and to
upload the encrypted data package for storage. The web
application also allows the user to request previously
encrypted data packages stored and to obtain information
needed to generate decryption keys.

The client device 102 allows the user to select any suitable
data package for encryption. A data package can include one
or more data objects stored in a hierarchical file structure.
For example, the data object 118 can be from a data package
including multiple data objects, as illustrated in FIG. 3.

Referring now to FIG. 3, FIG. 3 shows an example data
package 300 including multiple data objects. In this
example, the data package is a zip folder 302. The data
package 300 has three hierarchical levels, including a data
package level and two data object levels. The zip folder 302
is at the data package level. The zip folder 302 includes a
folder 304A, a folder 304B, a folder 304C, and an html file
304D. Data objects 304A-304D are at the same hierarchical
level, namely, the first data object level. In this example,
folder 304A contains a text file 306A, folder 304B contains
a json file 306B, and folder 304C contains a json file 306C.
As shown in FIG. 3, data objects 306 A-306C are at the same
hierarchical level, namely, the second data object level. It
should be appreciated that because both files and folders (or
paths) can be data objects, examples according to this
disclosure can encrypt individual files or can encrypt an
entire folder (or path) including sub-folders (or sub-paths)
using a single encryption key. However, in general, the
top-level folder (or path) is generally not encrypted in its
entirety as such a strategy may not allow for the discrete
selection and encryption of individual data objects as dis-
cussed within this description.

The data package 300 can be encrypted at a granular level,
such as by separately encrypting individual files or folders,
independently of other files or folders within the data
package. In this example illustrated herein, the data package
300 is not encrypted into one encrypted data object but
instead, individual data objects are each separately
encrypted as encrypted data objects. Specifically, the zip
folder 302 is not encrypted as one encrypted data package,
and instead, some data objects within the zip folder 302 are
selected for encryption individually. As illustrated herein,
data objects 304A-304C are selected for encryption indi-
vidually, but data object 304D is not selected for encryption.
Similarly, data objects 306A-306C can also be selected for
encryption individually.

Now returning to FIG. 2, when a user selects a data object
118 for encryption and storage, the client device 102 trans-
mits an encryption request to a remote server 114 to obtain
a token to generate an encryption key. After receiving the
request, the remote server 114 generates a signing request
202 and sends it to the client device 102 upon receiving the
encryption request from client device 102. FIG. 4 illustrates
an example system 400 of a signing request 202.

Referring now to FIG. 4, the client device 102 receives the
signing request 202, and the signature module 106 on the
client device 102 processes the signing request 402. The
signing request 402 contains a token message 406 generated
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by the remote server 114. The token message 406 include a
random token 410 corresponding to the request from the
client device 102. The token 410 is unique to each request
from the client device 102. The token message 406 can
contain a text 412 describing the secret token 410 that can
be displayed to the user, in some examples. In some
examples, the text 412 is intended to make the token
message 406 casier to understand for users; without the text
412, the token message 406 will contain only the secret
token 410 which might be unintelligible to some users.

In some examples, the signing request 402 specifies a
signing algorithm 404 for the client device 102 to use when
signing the secret token. For example, the signing request
402 may specify that the client device 102 use ECDSA. This
may be specified so that the same signature algorithm can be
used for both encryption and decryption. The signing request
may also (or instead) contain a signing method call 408. The
signing method call 408 can direct the signature module 106
to sign some data according to an application programming
interface (API) specification. For example, the signing
method call 408 may correspond to the API specification
published by a blockchain organization, such that the sign-
ing method call 408 can be available on the client device 102
in the signature module 106, regardless of the details of the
implementation. In some examples, the signing method call
408 may specify the signature algorithm. In some other
examples, the signing method call 408 may implicitly sup-
port only a single algorithm. For example, the signing
method call 408 may be “eth_sign” which is a signature
method that may be implemented in the client device 102. In
this example, the API documentation may specify that a
particular signature algorithm be used by the implementing
client device 102. In some cases, the specified signature
algorithm is ECDSA. Other methods may be used as well.
For example, the “eth_signTypedData” from the publication
EIP (Ethereum Improvement Proposal)—712 may be used
in some implementations, which similarly implicitly speci-
fies the signing and hash algorithms to be used by the client
device 102.

Now returning to FIG. 2, once the client device 102
receives the signing request 202, the signature module 106
of the client device 102 starts to process the signing request
202. The signature module 106 may select a signature
algorithm 204 as specified in signing algorithm 404 of the
signing request 402. In some examples, the signature algo-
rithm 204 is implicitly selected by the signing method call
408 used in the signing request 402. The selected signature
algorithm 204 processes the token message 406 along with
the private key 110 obtained from the key store 108 to
produce a cryptographic signature 206. The signature algo-
rithm 204 may first calculate the cryptographic hash of the
token message 406, and then sign the resulting hash. For
instance, the SHA-3 or Keccak hash algorithm may be used
to calculate the cryptographic hash of the token message
406, and then ECDSA asymmetric signing algorithm may be
used to sign the resulting hash. The cryptographic signature
206 can be represented as a text string. In some examples,
the cryptographic signature 206 is a cryptographic hash
value.

The cryptographic signature 206 is then sent to the
encryption module 122 of the client device 102. The cryp-
tographic signature 206 is used by a password-based sym-
metric encryption algorithm 208 to derive a symmetric
encryption key 210. A symmetric encryption algorithm is
one in which the same key is used for both encryption and
decryption, and therefore, the security of a symmetric algo-
rithm resides in the security of the key. In this example, the
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symmetric encryption key 210 is derived from the crypto-
graphic signature 206 received from the signature module
106. In some examples, the password-based symmetric
encryption algorithm 208 can employ a salt or iteration
count to bolster the security of the generated symmetric
encryption key 210. The password-based symmetric encryp-
tion algorithm 208 then encrypts the selected data object 118
and generates an encrypted data object 212. The encrypted
data object 212 can only be decrypted with the identical
symmetric encryption key 210 that was used for creating the
encrypted data object 212. Therefore, the same password-
based symmetric encryption algorithm 208 can be used, with
the same configuration, to ensure that the same symmetric
encryption key 210 is generated for both encryption and
decryption.

It should be appreciated that while this example refer-
ences encrypting one data object, the data object can be a
folder or path. Thus, encrypting one data object may involve
encrypting multiple data files within a folder or path using
the same encryption key. Alternatively, each data file within
the folder or path may be encrypted using a different
encryption key generated based on discrete tokens for each
data file to be encrypted. In some examples, the user may
select multiple data files to be encrypted using the same
encryption key. For example, a group of data files may relate
to the same information type of information, such as a group
of source code files for common functionality, e.g., corre-
sponding .h and .cxx files. However, some examples may
separately encrypt each of such using a different encryption
key, as discussed above.

The token 410 in the signing request 202 used for gen-
erating the cryptographic signature 206 can be stored in a
metadata file. For each individually selected data object, a
unique token 410 is provided. However, if the user selects
multiple data objects to be encrypted together, such as by
selecting multiple data files or by selecting a folder that
includes multiple files, a single unique token may be used
for all of the selected data files. Information relating to the
signing algorithm 404 used for creating the cryptographic
signature 206 can also be saved in the metadata file. When
multiple data objects from one data package are encrypted
separately, the corresponding unique tokens can be saved
into one metadata file. The metadata file can be encrypted
and uploaded to a storage provider.

Referring now to FIG. 5, FIG. 5 shows an example
metadata file 500. The example metadata file 500 includes a
name 502 of the data package from where some data objects
are selected for encryption. The example metadata file 500
also includes an email address 504 of the user who owns the
data package. The example metadata file further includes
information related to encrypted data objects 506A-506C.
Information related to each encrypted data object includes
the name of the data object, the data scope of the data object,
and the password for encrypting the data object. In some
examples, the password is a secret token unique to each
encrypted data object.

While the example metadata file does not identify the
encryption technique used to encrypt each data object, some
examples may include such information. The encryption
technique may be identified by an identification number, a
software version number (e.g., of the web application used
to encrypt the data object(s)), or other suitable identification
information.

Referring again to FIG. 2, after the client device encrypts
the selected data object(s) and generates the appropriate
metadata to include in the metadata file, it may ask the user
if they wish to select any other data objects within the data
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package. If so, the same process may be repeated until the
user has selected all desired data objects for encryption. The
data package with the encrypted data objects and the cor-
responding metadata file can then be uploaded to a storage
provider for long-term storage. Notably, the encryption keys
used to encrypt the data objects are not sent for storage and
instead are ephemeral and are not stored anywhere. Instead,
as discussed above, the information needed to re-generate
the encryption keys remains solely with the user, e.g., within
their person cryptographic wallet, with the exception of the
random tokens that are stored in the metadata file. However,
as discussed above, these random tokens cannot themselves
be used to decrypt any of the data objects. Thus, the
encrypted contents of the data package are secure and cannot
be accessed without the user’s permission, even if a mali-
cious actor accesses the storage server and obtains the data
package and corresponding metadata file. However, this can
also allow the user to authorize third parties to access
specific data objects within the data package.

Referring now to FIG. 6, FIG. 6 shows an example system
600 in which an exchange platform 132 seeks to obtain
access to one or more of the user’s data objects. To do so,
the exchange platform 132 must request permission from the
user and, if permission is granted, it can then decrypt the
requested encrypted data object 212. To do so in this
example, the exchange platform 132 sends a request to the
remote server 114 for access to a data object 118 which is
encrypted as an encrypted data object 212. FIG. 7 shows an
example request sent by the exchange platform 132 to a
remote server 114 for access to data objects.

Referring now to FIG. 7, FIG. 7 shows an example
request 700 sent by an exchange platform 132 to a remote
server 114 for access to data objects 118. The example
request 700 includes a client identification 702 indicating the
party from which the request message is sent, a subject 704
indicating the party who owns the requested data objects, an
audience 706 indicating the party to which the request
message is sent, an expiration time 708 indicating a period
(in the unit of seconds) for how long the request message is
valid, and a scope 710 indicating the description of the
requested data objects. While this example request 700
includes certain information, requests may include any suit-
able information, such as proposed payment information,
license terms, a duration for permitted access, permitted uses
of the identified information, or other terms or information.

Now returning to FIG. 6, upon receiving the request from
the exchange platform, the remote server 114 sends a
notification message to the client device 102, seeking a
response to the request from the client device 102. If the
client device approves the request, the remote server 114
causes the storage provider 116 to send the metadata file to
the client device 102 and the encrypted data object 212 to the
exchange platform 132. The client device 102 decrypts the
metadata file with the unique private key to obtain the saved
token message 406 corresponding to the encrypted data
object 212. The signature module 106 creates the same
cryptographic signature 206 as illustrated in FIG. 2 for
encrypting the data object 118. The same cryptographic
signature 206 is then transmitted to the exchange platform
132. The decryption module 134 on the exchange platform
132 includes the same password-based symmetric encryp-
tion algorithm 208 as in the encryption module 122 of the
client device 102 as illustrated in FIG. 2. The password-
based symmetric encryption algorithm 208 in the decryption
module 134 then creates the same symmetric encryption key
210 with the same signature 206. The encrypted data object
212 from the storage provider 116 is then decrypted with the
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same symmetric encryption key 210 that encrypted the
original data object 118. The exchange platform can then
access the unencrypted data object 118.

Referring now to FIG. 8, FIG. 8 shows an example
method 800 for granular encryption using noncustodial
techniques. At block 802, a client device 102 receives a
selection of a data object 118 for encryption from a data
package via a user interface. The data package may have a
hierarchical file structure with multiple hierarchical levels as
illustrated in FIG. 3. The multiple hierarchical levels com-
prise a data package level and one or more data object levels.
The data package comprises multiple data objects at the one
or more data object levels. In some examples, the user
selects the data object 118 using a graphical user interface.
Alternatively, the web application may automatically select
a data object 118 from the data package.

At block 804, the client device 102 receives a message
from a remote server 114. The message is a signing request
202, including a secret token 410 associated with the
selected data object as illustrated in FIG. 4. The signing
request 202 also includes information relating to a signature
algorithm. The signature algorithm can be an asymmetric
cryptographic algorithm. In some examples, the client
device may transmit a request to encrypt multiple data
objects and, in response the message or the signing request
202 may include multiple secret tokens 410 based on the
number of data objects to be encrypted. For example, if the
client device receives a request to encrypt ten data objects,
it may send a request to encrypt ten data objects. The remote
server 114 may generate ten secret tokens 410 and transmit
a single token message 406 that includes all ten secret tokens
410.

At block 806, the client device 102 generates an encryp-
tion key for the selected data object using the message. The
signature module 106 of client device 102 generates a
cryptographic signature 206 using the secret token 410 in the
signing request 202 and a user private key 110 with the
signature algorithm 204. The signature algorithm can be
indicated in the signing algorithm 404 in the signing request
202. The user private key 110 is hosted in the key store 108
of the client device 102. The user private key can be
generated using a secret sharing algorithm. The encryption
module 122 generates an encryption key 210 using the
cryptographic signature 206 with a symmetric encryption
algorithm. The symmetric encryption algorithm can be a
password-based symmetric encryption algorithm 208. The
password-based symmetric encryption algorithm 208 can
transform the cryptographic signature 206 into an encryption
key.

As discussed above, in some examples the token message
406 may include multiple secret tokens 410. Thus, the client
device 102 may generate multiple encryption keys at block
806. Some examples may generate all encryption keys at
once before beginning to encrypt any data objects, or the
encryption keys may be generated in sequence when a
corresponding data object is ready to be encrypted.

At block 808, the client device 102 encrypts the selected
data object using the encryption key to create an encrypted
data object. The encryption module 122 on the client device
102 encrypts the selected data object using the encryption
key. The client device 102 can encrypt multiple data objects
in the data package individually in sequence with multiple
encryption keys. The multiple encryption keys can be indi-
vidually generated in sequence using multiple token mes-
sages the same way as described in the paragraph above as
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to block 806. When the data package includes multiple
hierarchical levels, the data package is not encrypted at the
data package level.

At block 810, the client device 102 stores at least one
portion of the message in a metadata file. The at least one
portion of the message stored in the metadata file is the
secret token 410. In some examples, the client device also
stores a description and a URL for the encrypted data object,
in addition to the secret token associated with the encrypted
data object. It may also store additional information, includ-
ing an identified signing algorithm 404 or the identified
signing method call 408. Further, some examples may store
the entirety of the message, which is the signing request 202.
When multiple data objects in a data package are encrypted,
the metadata file includes multiple secret tokens 410 asso-
ciated with multiple encrypted data objects and correspond-
ing descriptions and URLs for the encrypted data objects.

At block 812, the client device 102 encrypts the metadata
file using a user encryption key. The user encryption key can
be a user public key in a key pair with the user private key
that is unique to a user associated with the client device 102.
That is, only the user possessing the private key can decrypt
the encrypted metadata file.

At block 814, the client device 102 transmits the
encrypted data object and the encrypted metadata file to a
database 130 for storage. The database 130 is at a storage
provider 116. Both the encrypted data object and the
encrypted metadata file are stored at the storage provider
116. However, the storage provider does not have access to
the data in the encrypted data object or the encrypted
metadata file because the storage provider cannot decrypt
the encrypted data object and the encrypted metadata file
without the private key held by the user who owns the data
object.

A user may select another data object for encryption and
upload, the process is the same as described for FIG. 8. This
way, a user can select multiple data objects separately for
encryption and upload in sequence. However, it should be
appreciated that multiple data objects can be encrypted
automatically without manual selection for each data object.
For example, a user can select a folder that has multiple data
files in multiple sub-folders. The web application then
automatically goes through all the sub-folders and requests
tokens for each file, automatically encrypts each file indi-
vidually and creates the metadata file automatically the way
similar to FIG. 8.

Referring now to FIG. 9, FIG. 9 shows an example
method 900 for decryption of a non-custodially encrypted
data object. At block 902, a remote server 114 receives a
request for a data object from an exchange platform 132 or
other third party. The data object is encrypted with an
encryption key and stored in a database 130 at a storage
provider 116. The exchange platform 132 in this example is
an application ecosystem or a data marketplace platform, but
in other examples may be any third party interested in
obtaining access to the encrypted data object. One or more
applications on the exchange platform or the exchange
platform itself can send a request for access to certain data
objects belonging to certain users. The request can be a
JSON web token. The request includes an identification of
the data object. The remote server can then determine the
owner of the data object. In some examples, the request may
include additional information, such as a party who owns the
requested data objects, an identification of the party to whom
the request message is sent, an expiration time of the request,
and a scope of the requested data object. The request can
also include other suitable information, including proposed
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payment information, license terms, a duration for permitted
access, proposed uses of the requested data, or other terms
or information

At block 904, the remote server 114 sends a notification
message to a client device 102 associated with the owner of
the data object seeking a response from the client device 102
regarding the request. In this example, the notification
message is displayed as a web element, such as a pop-up
window or a modal, on the client device 102. However, in
some examples, the message may be sent via other trans-
mission mechanisms, such as via a text message, an email,
or social media message. Such other transmission mecha-
nisms may identify information associated with the request
and may include an option to directly respond via the same
transmission mechanism or may include a link to access the
web application and approve or deny the request. The
notification message may include options for the user to
choose regarding the request, such as “allow” or “deny.”

At block 906, the remote server receives a response
message approving the request from the client device 102.
When an authorized user can select “allow” in the notifica-
tion message displayed on the client device 102, the
response message approving the request is generated and
sent to the remote server.

At block 908, the remote server 114 causes the database
130 to send an encrypted metadata file to the client device
102 upon receiving the response message. The encrypted
metadata file comprises a secret token associated with the
encrypted data object. The encrypted metadata file is
encrypted with a user public key. Upon receiving the
encrypted metadata file from the database 130, client device
102 will decrypt the encrypted metadata file using a user
private key paired with the user public key to identify the
secret token associated with the requested data object. The
client device 102 generates a cryptographic signature using
the secret token and the user private key.

In some examples, the client device 102 sends the cryp-
tographic signature to the exchange platform 132. The
exchange platform 132 includes a decryption module 134
employing the same password-based symmetric encryption
algorithm 208 as in the encryption module 122 in the client
device. The decryption module 134 generates a decryption
key using the cryptographic signature from the client device.
The decryption key is the same as the encryption key used
for encrypting the requested data object in the encryption
module 122 of the client device 102. In some examples, the
client device 102 generates a decryption key using the
cryptographic signature with a password-based encryption
algorithm and sends the decryption key to the exchange
platform 132. The decryption key is the same as the encryp-
tion key used for encrypting the requested data object. The
exchange platform 132 then decrypts the data object using
the decryption key.

In some examples, the client device 102 may send the
cryptographic signature to the remote server, which may
then forward it to the exchange platform. While this may
provide an opportunity for the exchange platform to access
the encrypted data object, it may facilitate the transfer in
some cases. To help preserve privacy in some examples, the
exchange platform may provide its public key to the client
device 102, such as in a cryptographically signed message,
either directly or via the remote server 114. The client device
102 can then verify the public key’s authenticity using the
cryptographic signature within the message and then use the
public key to encrypt the cryptographic signature needed to
decrypt the data object, which can then be sent to the
exchange platform either directly or via the remote server
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114. Such a technique may allow the decryption information
to be sent to the exchange platform without exposing it to
another party, such as the remote server 114.

Referring now to FIG. 10, FIG. 10 shows an example
computing device 1000 suitable for use in example systems
or methods employing noncustodial techniques for data
encryption and decryption at a granular level in this disclo-
sure. The example computing device 1000 includes a pro-
cessor 1010 which is in communication with the memory
1020 and other components of the computing device 1000
using one or more communications buses 1002. The pro-
cessor 1010 is configured to execute processor-executable
instructions stored in the memory 1020 to perform one or
more methods for employing noncustodial techniques for
data encryption according to different examples, such as part
or all of the example methods 800 and 900 described above
with respect to FIG. 8 and FIG. 9. The computing device
1000, in this example, also includes one or more user input
devices 1050, such as a keyboard, mouse, touchscreen,
microphone, etc., to accept user input. The computing
device 1000 also includes a display 1040 to provide visual
output to a user.

The computer device 1000 may also include one or more
audio/visual input devices 1052 to enhance a user’s ability
to give input to or receive input from a multimedia appli-
cation or feature, such as a video conference, entertainment
application, accessibility features, VR headset, or the like.

The computing device 1000 also includes a communica-
tions interface 1030. In some examples, the communications
interface 1030 may enable communications using one or
more networks, including a local area network (“LAN”);
wide area network (“WAN”), such as the Internet; metro-
politan area network (“MAN™); point-to-point or peer-to-
peer connection; etc. Communication with other devices
may be accomplished using any suitable networking proto-
col. For example, one suitable networking protocol may
include the Internet Protocol (“IP”), Transmission Control
Protocol (“TCP”), User Datagram Protocol (“UDP”), or
combinations thereof, such as TCP/IP or UDP/IP.

While some examples of methods and systems herein are
described in terms of software executing on various
machines, the methods and systems may also be imple-
mented as specifically configured hardware, such as field-
programmable gate array (FPGA) specifically to execute the
various methods according to this disclosure. For example,
examples can be implemented in digital electronic circuitry,
or in computer hardware, firmware, software, or in a com-
bination thereof. In one example, a device may include a
processor or processors. The processor comprises a com-
puter-readable medium, such as a random access memory
(RAM) coupled to the processor. The processor executes
computer-executable program instructions stored in
memory, such as executing one or more computer programs.
Such processors may comprise a microprocessor, a digital
signal processor (DSP), an application-specific integrated
circuit (ASIC), field programmable gate arrays (FPGAs),
and state machines. Such processors may further comprise
programmable electronic devices such as PLCs, program-
mable interrupt controllers (PICs), programmable logic
devices (PLDs), programmable read-only memories
(PROMs), electronically programmable read-only memories
(EPROMs or EEPROMSs), or other similar devices.

Such processors may comprise, or may be in communi-
cation with, media, for example one or more non-transitory
computer-readable media, that may store processor-execut-
able instructions that, when executed by the processor, can
cause the processor to perform methods according to this
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disclosure as carried out, or assisted, by a processor.
Examples of non-transitory computer-readable medium may
include, but are not limited to, an electronic, optical, mag-
netic, or other storage device capable of providing a pro-
cessor, such as the processor in a web server, with processor-
executable instructions. Other examples of non-transitory
computer-readable media include, but are not limited to, a
floppy disk, CD-ROM, magnetic disk, memory chip, ROM,
RAM, ASIC, configured processor, all optical media, all
magnetic tape or other magnetic media, or any other medium
from which a computer processor can read. The processor,
and the processing, described may be in one or more
structures, and may be dispersed through one or more
structures. The processor may comprise code to carry out
methods (or parts of methods) according to this disclosure.

The foregoing description of some examples has been
presented only for the purpose of illustration and description
and is not intended to be exhaustive or to limit the disclosure
to the precise forms disclosed. Numerous modifications and
adaptations thereof will be apparent to those skilled in the art
without departing from the spirit and scope of the disclosure.

Reference herein to an example or implementation means
that a particular feature, structure, operation, or other char-
acteristic described in connection with the example may be
included in at least one implementation of the disclosure.
The disclosure is not restricted to the particular examples or
implementations described as such. The appearance of the
phrases “in one example,” “in an example,” “in one imple-
mentation,” or “in an implementation,” or variations of the
same in various places in the specification does not neces-
sarily refer to the same example or implementation. Any
particular feature, structure, operation, or other characteris-
tic described in this specification in relation to one example
or implementation may be combined with other features,
structures, operations, or other characteristics described in
respect of any other example or implementation.

Use herein of the word “or” is intended to cover inclusive
and exclusive OR conditions. In other words, A or B or C
includes any or all of the following alternative combinations
as appropriate for a particular usage: A alone; B alone; C
alone; A and B only; A and C only; B and C only; and A and
B and C.

That which is claimed is:

1. A method, comprising:

receiving, by a client device, a selection of a data object

for encryption from a plurality of data objects in a data
package via a user interface;

transmitting, by the client device, an encryption request to

a remote server upon receiving the selection of the data
object;

receiving, by the client device, a token message from the

remote server as a response to the encryption request,
the token message comprising a secret token associated
with the data object and information relating to a
signature algorithm;

generating, by the client device, a cryptographic signature

at least based on the secret token and a user private key
using the signature algorithm indicated in the token
message;

generating, by the client device, an encryption key for the

data object based on the cryptographic signature using
a password-based symmetric encryption algorithm;
encrypting, by the client device, the data object with the
encryption key to create an encrypted data object;
storing, by the client device, at least one portion of the
token message associated with the encrypted data
object in a metadata file, wherein the at least one



US 12,047,496 Bl

19

portion of the token message stored in the metadata file
comprises the secret token associated with the data
object and the information relating to the signature
algorithm;

encrypting, by the client device, the metadata file using a

user encryption key to create an encrypted metadata
file; and

transmitting, by the client device, the encrypted data

object and the encrypted metadata file to a database for
storage.

2. The method of claim 1, wherein the signature algorithm
is an asymmetric cryptographic algorithm.

3. The method of claim 1, wherein the user private key is
generated using a secret sharing algorithm.

4. The method of claim 1, wherein the user encryption key
for encrypting the metadata file is a public key paired with
the user private key.

5. The method of claim 1, wherein the data package has
a hierarchical file structure comprising a plurality of hier-
archical levels, wherein the plurality of hierarchical levels
comprises a data package level and one or more data object
levels, and wherein the data package comprises a plurality of
data objects at the one or more data object levels.

6. The method of claim 5, further comprising individually
encrypting the plurality of data objects with a plurality of
encryption keys, wherein the plurality of encryption keys are
generated using a corresponding plurality of tokens received
from the remote server, wherein encrypting the plurality of
data objects does not comprise encrypting at the data pack-
age level.

7. The method of claim 1, wherein the metadata file
further comprises a description for the encrypted data object.

8. The method of claim 1, wherein the metadata file is a
JavaScript Object Notation (JSON) file.

9. A client device, comprising:

a communications interface;

a non-transitory computer-readable medium; and

a processor communicatively coupled to the communica-

tions interface and the non-transitory computer-read-
able medium, the processor configured to execute pro-
cessor-executable instructions stored in the non-
transitory computer-readable medium to:
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receive a selection of a data object for encryption from
a plurality of data objects in a data package via a user
interface;

transmit an encryption request to a remote server upon
receiving the selection of the data object;

receive a token message from the remote server as a
response to the encryption request, the token mes-
sage comprising a secret token associated with the
data object and information relating to a signature
algorithm;

generate a cryptographic signature at least based on the
secret token and a user private key using the signa-
ture algorithm indicated in the token message;

generate an encryption key for the selected data object
based on the cryptographic signature using a pass-
word-based symmetric encryption algorithm;

encrypt the data object with the encryption key to
create an encrypted data object;

store at least one portion of the token message associ-
ated with the encrypted data object in a metadata file,
wherein the at least one portion of the token message
stored in the metadata file comprises the secret token
associated with the data object and the information
relating to the signature algorithm;

encrypt the metadata file using a user public key to
create an encrypted metadata file; and

transmit the encrypted data object and the encrypted
metadata file to a database for storage.

10. The client device of claim 9, wherein the data package
has a hierarchical file structure comprising a plurality of
hierarchical levels, wherein the plurality of hierarchical
levels comprises a data package level and one or more data
object levels, and wherein the data package comprises a
plurality of data objects at the one or more data object levels.

11. The client device of claim 10, wherein the processor
is further configured to execute processor-executable
instructions stored in the non-transitory computer-readable
medium to individually encrypt the plurality of data objects
with a plurality of encryption keys, wherein the plurality of
encryption keys are corresponding to a plurality of secret
tokens, and wherein encrypting the plurality of data objects
does not comprise encrypting at the data package level.

#* #* #* #* #*
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